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INTRODUCTION

This document outlines technical prerequisites for the successful use of the
Insurers’ Market Repository (IMR) for Accounting and Settlement (A&S) and
Electronic Claims File (ECF and ECF2) services. It contains details on
versions of third-party supporting software such as the Java Runtime
Environments (JREs) and Internet browsers necessary for using these

services.

This guide is intended to be read by a technical audience to enable
organisations to make optimal use of the IMR and ECF2 components and

outlines:

e Supported Internet browsers and browser versions
e Supported JRE versions

e Solutions to common client side configuration problems, notably with Java

Applets and Proxy Servers
e Prerequisites for specific ECF2 Services:
o ECF2 Homepage & Single Sign-On (SSO)
o Document File Viewer (DFV)
o Claims Workflow Services (CWS)
o Claims Agreement Screens (CAS)

o Claims Data Warehouse (CDW)

(Please note that there are no specific requirements for Claims Workflow Triggers (CWT))
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Section 1. Insurers’ Market Repository (IMR)

1.1 Browser and JRE Compatibility

Users’ workstations must be set up with a supported Internet browser and JRE
combination. When reporting a fault to the Xchanging Service Centre, users will be
asked to confirm their desktop browser version (users will be guided on how to do
this). Whilst Xchanging will endeavour to provide the necessary support, Xchanging
reserve the right to ask users to recreate the error using a supported browser

version.

1.2 Applets and Proxy Servers

When using a JRE signed Java Applets are installed by the IMR application on the
users’ workstations for the transferring of documents. These applets are
incompatible with some JREs as shown in Tables 1 & 2 below. These configurations

also take into account the use of a proxy server to access the Internet.

1.3 Supported Browsers and JREs

Xchanging offers support for the Microsoft Internet Explorer browser and Sun JRE

for the use of the IMR and ECF2 components.

The tables below show the combinations of browsers and JREs supported with or
without a proxy server. For convenience, combinations that are not supported are
shown as well, but this list may not be comprehensive. For the avoidance of doubt
no browser and JRE combination will be supported unless they are shown as

* " Supported’ in the tables below. Please note that earlier and later versions of the
JRE are not currently supported and that automatic updates should be switched off

on all workstations where you would like to keep a specific JRE.
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Sun Java Runtime
Environment (JRE)

Internet Connection

with no Proxy

Table 1 - JRE compatibility with IE 6

Internet

Connection with

Server Proxy Server
15.0 X X
Not Supported Not Supported
1.5.0_01 X X
Not Supported Not Supported
1.5.0_02 v v
Supported Supported
1.5.0 03 v v
Supported Supported
1.5.0 04 v v
Supported Supported
1.5.0 05 v v
Supported Supported
1.5.0_06 v v
Supported Supported
1.5.0_ 07 v v
Supported Supported
1.5.0_08 X X
Not Supported Not Supported
1.5.0_09 X X
Not Supported Not Supported
1.5.0_10 X X
Not Supported Not Supported
1.5.0 11 v v
Supported Supported
15.0_12 v v
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Supported Supported
15.0_13 v v
Supported Supported
15.0 14 v v
Supported Supported
1.5.0_15 v v
Supported Supported
1.5.0_16 v v
Supported Supported
1.5.0_17 v v
Supported Supported
1.6.0 v v
Supported Supported
6ul v v
Supported Supported
6uU2 v v
Supported Supported
6u3 v v
Supported Supported
6u4 v v
Supported Supported
6uU5 v v
Supported Supported
6u7 v v
Supported Supported
6ul0 X X
Not Supported Not Supported
6ull v v
Supported Supported
6ul2 v v
Supported Supported
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6ul3 v v
Supported Supported

Table 2 - JRE compatibility with IE 7

Sun Java Runtime Internet Connection Internet
Environment (JRE) with no Proxy Connection with
Server Proxy Server
15.0 X X
Not Supported Not Supported
1.5.0_01 X X
Not Supported Not Supported
1.5.0_02 v v
Supported Supported
1.5.0 03 v v
Supported Supported
1.5.0_04 v v
Supported Supported
1.5.0_05 v v
Supported Supported
1.5.0_06 v v
Supported Supported
1.5.0_07 v v
Supported Supported
1.5.0_08 v v
Supported Supported
1.5.0_09 v v
Supported Supported
1.5.0_10 v v
Supported Supported
15.0 11 v v
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Supported Supported
15.0_12 v v
Supported Supported
15.0_13 v v
Supported Supported
15.0 14 v v
Supported Supported
1.5.0 15 v v
Supported Supported
1.5.0 16 v v
Supported Supported
1.5.0 17 v v
Supported Supported
1.6.0 v v
Supported Supported
6ul v v
Supported Supported
6u2 v v
Supported Supported
6u3 v v
Supported Supported
6u4 v v
Supported Supported
6uU5 v v
Supported Supported
6u7 v v
Supported Supported
6u10 v v
Supported Supported
6ull v v
Supported Supported




DESKTOP SOFTWARE COMPATIBILITY GUIDE
VERSION 12

6ul2 v v
Supported Supported

6u13 v v
Supported Supported

Table 3 - JRE compatibility with IE 8

Sun Java Runtime Internet Internet
Environment (JRE) Connection with Connection with
no Proxy Server Proxy Server
v
Supported Supported

1.4 Known Issues with Internet Explorer 8

When downloading or checking out documents in IE8 users may experience an
issue where the names of the folders on their file system are not displayed correctly:

Figure 1 — folder names not displaying when downloading or checking out documents
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In order to correct this IE8 must be set to run in “compatibility mode”. The
compatibility mode is intended to enable users to access websites as if they were
using an earlier compatible version of Internet Explorer. For your convenience the
below link contains instructions from the Microsoft Support Website to turn on
compatibility mode in the manner most appropriate to your organisation’s

requirements:

http://support.microsoft.com/kb/956197

1.5 Internet Explorer 9 and above
IE 9 and above is not currently supported for the use of the IMR or ECF2
components. This constraint exists because the third-party document management

system on which the IMR is based does not offer support for IE 9.



http://support.microsoft.com/kb/956197
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1.6 Mozilla Firefox, Google Chrome & other Web Browsing Software

Xchanging does not currently offer support for any web browsing software other than

Internet Explorer for the use of the IMR or ECF2 components.

1.7 Adding a Socket Permission for a Proxy Server

If a user accessing the Internet via a proxy server with a supported browser/JRE
configuration still encounters issues with uploading or downloading documents, a
change must be made to the Java policy file for each computer using the proxy.

This is due to an incompatibility of the JRE/browser combination with certain proxy
server configurations. The technical steps for this can be found in section 1.8 and a

worked example in section 1.9

1.8 Adding a Socket Permission to the Java System Policy File

The Java system policy file can be found at “{Java.home}/lib/security/Java.policy”.

After backing up the original file the following lines need to be added:

// Grant allowing signed applets to connect via the proxy
server over https
Permission Java.net.SocketPermission "PROXY-SERVER-HOST:PROXY-

SERVER-PORT", "connect, accept, resolve";

The section in red must be changed to the name and port of the proxy server in
guestion. The computer will need to be restarted in order for the changes to take

effect.

1.9 Worked Example of a Java System Policy File Change

(This example assumes the installation of JRE 1.5.0_06.)

1. Navigate to C:\Program Files\Java\jre1.5.0_06\lib\security (see figure 2)
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Figure 2 — Location of the Java Policy file

| & security.

© Fle Edt ¥ew Favortes Toos Help

F »
! e Back - : Address ‘E]C:\ngram Files\Javaljre1 5.0_08ib|security v‘ &

File and Folder Task % 0 cocerts 5 fava.security 5 javaws.policy

ile and Folder Tasks & . Fils . SECURITY File . POLICY File
EEH | HEH e EEE e

=i Rename this file

[ Move this file
B Copy this file
¥ Publish this file to the Web
(5 E-mal this file
3 Delete this file

local_policy.jar US_sxpart_policy.jar
Executable Jar File

3KE

Executshle Jar File
3KB

Other Places

o b

My Documents

a My Complter

W3 My Network Places

Details

java.policy
FOLICY Flle

Date Modified: 02 October
2008, 10:15

Size: 2,16 KB

2. Copy the Java.policy file to a suitable location

3. Open the original file Java.policy in a text editor and paste in the below text:

// Grant allowing signed applets to connect via the proxy
server over https
Permission Java.net.SocketPermission "XPROXY:8080", "connect,

accept, resolve";

Figure 3 — Opening and editing the Java Policy file
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java. policy * SciTE

File Edit Search View Tools Options Language Buffers Help

[DE2HR & $B@x « - Qo

T
2 /7 standard extensions get all permissions by default
8
4 grant codeBase "file:${{java.ext.dirsiy/~" {
5 pernrission java.security.AllPermission;
6 1};
7
8 // default permissions granted to all domains
2
10 grant {
11 /7 Allows any thread to stop itself using the java.lang.Thread.stop()
12 // method that takes no argument.
13 // Note that this permission is granted by default only to remain
14 // backwards compatible.
15 /7 It is strongly recommended that you either remove this permission
& A/ from this policy file or further restrict it to code sources
17 // that you specify, because Thread.stop() is potentially unsafe.
18 S/ See "http://java.sun.com/notes” foar more information.
19 permission java.lang.RuntimePermission "stopThread";
20
21 /7 allows anyone to Tisten on un-privileged ports
22 permission java.net.SocketPermission "localhost:1024-", "listen";
23
24 // "standard" properies that can be read by anyone
25
26 permission java.util.PropertyPermission "java.version", "read";
27 permission java.util.PropertyPermission "java.vendor”, "read";
28 permission java.util.PropertyPermission "java.vendor.url", "read";
29 permission java.util.PropertyPermission "java.class.wversion”, "read";
30 permission java.util.PropertyPermission "os.name", "read";
31 permission java.util.PropertyPermission "os.wersion", "read";
32 permission java.util.PropertyPermission "os.arch”, "read";
33 permission java.util.PropertyPermission “file.separator”, “read";
34 permission java.util.PropertyPermission "path.separator”, "read";
5 permission java.util.PropertyPermission "line.separator", "read";
el
37 permission java.util.PropertyPermission “java.specification.wversion”, “read”;
38 pernrission java.util.PropertyPermission "java.specification.vendor”, “read";
39 permission java.util.PropertyPermission "java.specification.name", "read";
40
41 permission java.util.PropertyPermission “java.wm.specification.version”, "read";
42 pernrission java.util.PropertyPermission “java.um.specification.vendor”, "read";
43 permission java.util.PropertyPermission "java.wm.specification.name", "read";
44 permission java.util.PropertyPermission "java.wm.version", "read";
45 permission java.util.PropertyPermission "java.wm.wendor”, “read";
46 pernrission java.util.PropertyPermission "java.um.name’, "read";
47 // Grant allowing signed applets to connect wia the proxy server owver https
48 Permission java.net.SocketPermission "PROXY-SERVER-HOST :PROXY-SERVER-PORT", "connect, accept, resolve";
49
50
51

< >

 line 47, column 1 (INS) {LF) - 183 chars selected

4. Save the change and restart the computer.

Section 2. ECF2 homepage & Single Sign-On Requirements

The general ECF2 workstation configuration requirements are the same as for

the IMR. See section 1.3 for the compatibility guide.

21 Browser Rendering Problems

Figure 4 demonstrates an issue with the rendering of the ECF2 log in page. In
these situations, there is often a warning icon in the bottom left of the screen and
clicking on that icon and selecting “Show Details” will display the dialogue box

showing that this is due to a JavaScript error as shown.
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Figure 4 - Example of the Log in page not rendering correctly and JavaScript warning

Service. Centre(@zchanging, com

To become an ECF2 user, please register your interest by clicking here

Login

User Name:

Password:

Xchanging Service Gentre

Farpabearel G baube report a problem Manday - Friday 07:00

Crpkarhthe KeliapaivaoBe . GPORRE (excluding English public and bank halidays).

+44 (0) 870 380 0830
During Cagg Service Hours ECF2 shall be available to all registered users.

Email Seryice.Centre@xchanging.com
All user relatzd queries and problems in this period will be addressed by the Xchanging Service Centre.
For telephane enquiries during Care Service Hours a Service Centre Operator will respond, for Mon-Core Service Hours an & RUIE DA &1 §|
[0 S RS IR TS e s B e e 2 e e e e A e ey
& o funclioning properly. In the future, you can display this message by
HMonday to Thursday 03,00 to 07,00 and 13,00 te 22,00 UK time (excluding English public and bank holidays). double-clicking the warning icon displayed in the status bar

Friday 03.00 to 07.00 and 13,00 ta 20,00 UK time (excluding English public and bank halidays). 21 ey display this message when a page contain erors

| | Hide Details <<

Saturday 07:00 to 19:00 UK time {excluding English public and bank holidays).

During Mon-Core Service Hours ECF2 should be available to all registered users.

Line: 57
Any user related queries and problems raized to the Xchanging Service Centre during these periods, will only be actioned Char: 5
—f| Error: Yis_ieBup is undefined
Scheduled Dovintime ode:

URL: https://ssa.5changing comvpartal/Ul/Login
Any period outside Core and Non-Core Service Hours is Scheduled Downtime and access to ECFZ is not

Any user related queries and problems raised to the Kehanging Service Centre during this period; will anly be actioned durmemre—errreermor

T T ——

& Internet
[ untitled - Paint

This problem is caused by an issue with SSL handling in Internet Explorer. To

fix this issue a change must be made as follows:

1. Click “Tools” on the browser top menu

2. From the menu select “Internet Options”

3. In the Internet Options pop-up window, select the ‘Advanced’ tab
4. Un-check “TLS 1.0”

5. Click OK

Figure 5 — Un-check TLS 1.0 to correct display problems caused by JavaScript error
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Internet Options

General | Security | Privacy | Content | Connections | Programs | Advanced
Settings:

— é Security s =
[ Allaws active content fram CD's ta mun an by Computer

Allow active content to run in files on My Computer

Allovs zoftware to mun or install even if the signature iz invealid
Check for publizher's certificate revocation

Check for server certificate revocation [requires restart)
Check for signatures on downloaded programs

Do not save encrepted pages to disk

Empty Temporamy Internet Files folder when browser iz clozed
Enable Integrated "indows Authentication [requires restart]
Enable Profile Azsistant

UseSSL 20

[<]

L ey

[« TRI<ISISIS] <]

iFrealid site certificates :
Wwam if changing bebween secure and not zecure mode hd
< >

[ Restore Defaults ]

L1e)

] H Cancel H Apply ]

Section 3. Document File Viewer (DFV)

Document File Viewer (DFV) is an ECF2 component integrated with the IMR that
allows the end user to view claim documents as a single, searchable composite PDF

document.

3.1 Adobe Reader

As a prerequisite, DFV requires Adobe Reader to be installed on users’ workstations
as the default PDF renderer. As part of its installation, Adobe Reader is automatically
integrated as a plug-in with pre-installed Internet Explorer browser. There is no

interdependency between the installed JRE version and DFV.
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Table 3 shows a compatibility matrix of browsers and operating systems with Adobe
Reader. Please note that only the stated versions of Adobe are supported by DFV.
Any versions not listed in the table below, including later versions, are not supported.

Table 4 — Adobe Reader and browser/OS compatibility

Adobe Reader Adobe Reader Adobe Reader Adobe Reader

7.0.9 7.1.0 8.2 9.3
Internet Explorer 6.0 v v v v
Internet Explorer 6.0 SP1 v v v v
Internet Explorer 7.0 v v v v
Internet Explorer 8.0 X X X v’ (9.1)
Windows XP SP1 v X X X
Windows XP SP2 v v v v
Windows XP SP3 X X v v
Windows Vista SP1 X X v v
Windows Vista SP2 X X v v

Section 4. Claims Workflow Services (CWS)

41 ActiveX Components

In order to use CWS the browser on the client workstation requires installation of a
number of ActiveX components. Two options exist for the installation of the required

components.

Option 1
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When a user logs in and links to the CWS system for the first time, the system will
display a prompt for downloading ActiveX components. A Security Warning window

similar to that below will be displayed. Proceed as follows:
1. Click “Yes’ to download the ‘Pegasystems Inc.” components.

2. Click ‘Install’ to install the Pegasystems Inc. components.

Figure 6 — installing Active X components

Internet Explorer - Security Warning @

Do you want to install this software?

[._ Name: ULES Visio Flovs Editor, Embadded, Yers
Fubfsher: Pegasystems Inc,
@More optices [ Irestall ] l Don't Instal ]

1 ‘Whie files from the Internet can be useful, this file type can potentialy harm
) your computer. Only instal software from publishers you trust, What's the rick?

3. Itis recommended that users click ‘Always trust content from Pegasystems
Inc.’” so that they do not receive the same prompt every time they use CWS.
This checkbox will be displayed on clicking the ‘More options’ button. The
pop-up will prompt multiple times until it installs all ActiveX controls; please

always click on Yes / Install.

Note that if an ActiveX control is locked by another browser process, the user may
be prompted to restart the workstation.

Option 2

For larger organisations it may be of benefit to prepare user desktops before initial
use of CWS. An executable can be downloaded from:

http://www.londonmarketgroup.co.uk/Documents/RD_Claims/OCXlnstaller.zip

From within this archive run the file ocx_installer.exe



http://www.londonmarketgroup.co.uk/Documents/RD_Claims/OCXInstaller.zip
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Figure 7 — installing Active X components —install screens

Welcome to the InstallShield Wizard for PegaRULES
Process Commander Cab Files
The InstallShield Wizard will install PegaRULES Process Commander Cab Files an

your computer.
To continue, choose Mext.

FenaRLLES Process Commander Cah Files
Fenasystems
hitpihanini pedE. COm

Pegasystemns' Developer License far PegaRULES Pracess Commander g

IMPORTANT-READ CAREFULLY: Until yau aryour company have a signed
written

Software License Agreement with Pegasystems Inc. ('Pegasystems") covering
the

Ilze ofthe PegaRLILES Process Commander Software ("Software™), the terms
of

this license agreement shall govern vour Use of the Software. Ifyou or your
company have signed a written Software Licenzse Agreement with Pegasystems

covering the Use ofthe Software, the terms of the signed license agreement
shall take precedence over any canflicting terrms of this Agreement. This

#) ] accept the terms of the license agreement:

(I do not acceptthe terms of the license agreement.
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Accept the terms of the licence agreement and click ‘Next’

[¥ Install Type 0] x|

f Choose the installation type that best suits your needs.

ﬁ Installs required PRPC Cab Files for the PRPC Developer.

™ End User Install
ﬁ Installs only the required FRPC Cab files for the End User.

Izl S i)

= Back [ et = Cancel

Choose ‘Developer Install’ and click ‘Next’. Although the name is misleading,
the developer option will provide CWS end users with the files that they
require.

4.2 Additional Client Software

To utilise the ‘Edit in Excel’ functionality available in Decision Tables, the
client workstation must have Microsoft Excel version 2003 or 2007 installed.
No other Office versions are supported.

4.3 Adobe Flash Player

CWS requires Adobe Flash player to display the work dashboards. To install
Adobe flash player click the link in CWS or navigate to:

http://get.adobe.com/flashplayer/



http://get.adobe.com/flashplayer/
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Figure 8 — installing Adobe Flash Player — install screens

(AL hanging ety I Ty 4Q_cruf0shol Gpgel_yuaT: SE%SE"/ISTANDARD? I L

Fle Edt View Favortes  Tools  Help

w P [’Jashhnard liw

| e

Xchanging —

DEELLLET]

‘ ¥ Process Dashboard

Jane Doe (EX00048A)

¥ Dashboard

You need to upgrade your Flash Player to 9.0.16.0 to view this flash application You need to upgrade your Flash Player to 9.0.16.0 to view this flash applicatia
Visit adobe flash site to install latest flash player.Clickjhere to get Flash ‘isit adobe flash site to install latest flash player.Click here to get Flash

You need to upgrade your Flash Player to 9.0.16.

to view this flash application You need to upgrade your Flash Player to 9.0.16.0 to view this flash applicatic
Visit adobe flash site to install latest flash player.Click h:

e to get Flash Visit adobe flash site to install latest flash player.Click here to get Flash

» Process Work

» Administration ]

|

@ reemet oo -

You will be directed to the following screen. Remove the tick for the Google
toolbar and click download.

dobe - Install Adobe Flash Playe| soft Internet Explorer. provided by Xchanging

& - [ hemiiseratobe | IR 2l
Fle Edit wiew Favortes Tools Help .||
= = = »
* [l' Adobe - Install Adobe Flash Flayer l 1 % - B - [rpage v 0 Took -
Adobe Flash Player S
Adobe Flash Player 10.3.181.34 2asus RESOURCES
Your system: Windows, English Learn more about Flash Player
Do you have a difierent operating system ar hrowser? Flash Player system requirements
Distribute Flash Player
([Goomelc- @M= B~ | £ tosmrine B tosed
Free! Google Toolbar search Google from any weh page, block pop-ups
O ‘Yes, install Google Toolbar - optional (2.12 MB)
By clicking the Download now button, you acknowledge that you have read and agree to the
Adobe Software Licensing Agresment
¥ Download now
Please note. depending on your settings. you may have to temporarily disable
your antivirus software
b
@ mermet A 100% -
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When File Download dialogue box appears, click “Run”.

File Download - Security Warning @

Do you want to run or save this file?

Name: <=filename=.exe
Type: Application, <00 MB

From: aihdownload.adobe.com

Run kj Save Cancel J

i "--] While files from the Internet can be useful, this file type can
\~’ potentially harm your computer. |f you do not trust the source, do not

\ /

= run or save this software. What's the risk?

When the Security Warning dialogue box appears, click “Run”.

Internet Explorer - Security Warning @

Do you want to run this software?
Name: <filename>=.exe
Publisher: Adobe Systems Incorporated

E]More options 1 Run kj [ Don't Run ]

g While files from the Internet can be useful, this file type can potentially harm
vour computer, Only run software from publishers you trust, What's the risk?

Flash player will now install. Once complete click “Finish”.
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"F Adobe Hash Player Installer

JF Adobe Flash Player 10.3

Installa

FINISH

The browser will then direct you to a confirmation screen and Adobe Flash player will

be installed.

illa Firefox

- CHF 1*9-

Install

FLASH® PLAYER

ation successful

“fou are now running Adobe Flash Player 10.3.161.34

My support My shipments 2 Wy cart Signin @)

MORE ADOBE DOWNLOADS
- Adobe Reader
o Adobe AR

iy Adobe Shockwave Player

Now select the CWS window and refresh the dashboard to confirm that the data

displays correctly.

Figure 9 — Confirm Flash Player installation in CWS screen
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Section 5. Claims Agreement Screens (CAS)

The Claims Agreement Screens (CAS) application provides a web-based user
interface that presents claims data in order for claims handlers to review a claim, and
then to make a response. The data presented in the CAS user interface may come
from either CLASS or the IMR and responses may be sent to both CLASS to update
the claim/transaction and to CWS to update the work item status.

No specific workstation configuration is needed in order to use CAS.

Section 6. Claims Data Warehouse (CDW)

The CDW is a repository of business claims data used to create reports for
registered users. The reports can be accessed via the Infoview portal using a web

browser.
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6.1

6.2

Screen Resolution

Screen resolution of [1024] x [768] is recommended.

Issues with saving reports

If a security pop-up message blocks the user from saving reports to Excel
then Internet Explorer settings should be changed as follows:

Click “Tools” on the browser top menu

2. From the menu select “Internet Options”

Click the “Security” tab
Click “Custom Level”
Scroll Down to “Downloads”

Set automatic prompting for file downloads to “Enable” as per figure 10 below:

Figure 10 — Set automatic prompting for file downloads
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Security Settings
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6.3 Logging off InfoView

Currently default internet settings will mean that a user has to select ‘Log-off
three times before being logged off the system. In order to correct this following

setting needs to be changed:

1. Click “Tools” on the browser top menu

From the menu select “Internet Options”

3. Click the “Security” tab

4. Click “Custom Level”

5. Scroll Down to “Miscellaneous”

6. Set Display mixed content to “Enable” as per figure 11 below:

Figure 11 — Set display mixed content
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Section 7. General Settings

7.1 Supported Operating Systems

Xchanging offer support for the Microsoft Windows operating systems for the use of

the IMR or ECF2 components. The following versions are supported:

e XP Professional (SPs 1, 2 & 3)

e Vista(SPs1l&?2)

Please note that earlier and later versions of Windows, including Windows 7, are not

supported.

7.2 ‘Secure and Non-Secure’ Reminders

When navigating IMR or ECF2 components a browser alert labeled ‘Security

Information’ may appear with the text:
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‘This page contains both secure and nonsecure items. Do you want to display

the nonsecure items?’

This is a superfluous alert; please follow the below steps to suppress this pop-

up:

1. Click “Tools” on the browser top menu

From the menu select “Internet Options”

3. Select the ‘Security’ tab and make sure the Internet globe icon is selected,

and then click the ‘Custom Level’ button.

4. Scroll down to the ‘Miscellaneous’ section and find the option ‘Display mixed

content’.

Figure 12 — changing |E security settings to suppress alert
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5. Select the option ‘Enable’

6. Click OK, then you will get a “Security Warning” pop-up. Click Yes

7. Click OK also on the “Internet Options” window to finish.
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7.3 Enabling Pop-Ups

If users’ browsers are set to block pop-ups then an entry in the IE configuration must
be changed to enable pop-up requests coming from ECF2 components such as DFV
and CDW.

i. Click “Tools” on the browser top menu
ii.  From the menu select “Internet Options”
iii.  Inthe Internet Options pop-up window, select the ‘Privacy’ tab, and click on

the Settings button in the section ‘Pop-up Blocker’.

Figure 13 — changing pop-up settings

Internet Options @El

General | Secunty | Privacy | Content | Connectionz | Programs | Advanced

Settings

[ Move the slider to zselect a privacy setting for the Intemet

=8 zone

Medium

- Blocks third-party cookies that do not have a compact
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- Blocks third-party cookies that uge perzonally identifiable
L information without your implicit congent

- Resticts firgt-party cookies that usze personally identifiable

information without implicit congent

[ Sites... H Impart... H.-’-‘u:lganced...

Pop-up Blocker
@ Frexvent most pop-up windows from appearing.

[+] Block pop-ups | Setings..

ak. l [ Cancel

iv. In the text box under “Address of Web site to allow” enter

https://ins.xchanging.com — and click ‘Add’ and then ‘Close’.
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Figure 14 — adding ECF2 address as an exception

Pop-up Blocker Settings El

Exceptions

Pop-upz are currently blocked. You can allow pop-ups fram specific
Wwieb siter by adding the site to the list below,

Addreszsz of Web site to allow:
inz.xchanging. com Add

Allowed zites:

1013351137
10.133.57.92

imruat. xchanging, com
inztrn. xchanging. com
instzt xohanging. com
inzuat. xchanging. com
outlook. schanging. com

Motifizations and Filter Lervel
Play a sound when a pop-up iz blocked.
Showva |nformation Bar when a pop-up iz blocked,

Filter Lewvel:

tediurm: Block most automatic pop-ups w

Pop-up Blocker FAQ

Cloze

v.  On the Internet Options pop-up click OK

It is not recommended that any third-party toolbars using additional pop-up blockers

are installed.

7.4 Access via Citrix virtual desktops

This is the known working configuration for accessing IMR & ECF2 services

via Citrix:

Citrix Components:

Citrix Online Plug-in

Citrix Receiver

Citrix Self-Service Plug-in

Citrix Tools for virtual machines
Citrix virtual desktop agent

Machine information:

¢ Windows 2003 based XenApp 5 install

2.1.0.30

2.1.45663.0
2.0.0.27090
5.6.39215
5.0.0.148
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4GB RAM
Dual CPU
Office 2003

The following updates were also applied in the Citrix environment

KB2345886
KB971737

KB973825

KB2388210
KB2443685
KB2476490
KB2503665
KB2507938
KB2530548
KB2535512
KB2536276
KB2544521
KB2544893
KB2555917

KB925398_WMP64

KB926122
KB970430
KB971513

Sun Java JRE 6 Update 13 (must be this version)
Internet Explorer 6 SP1

Adobe Acrobat Reader 9.4

Adobe Flash Player 10
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Section 9. Appendices

9.1 Supported JREs for download

For your convenience links to the supported JREs are listed below.

Table 5 - JRE Download Links

Sun Java Runtime URL for download

Environment (JRE)

1.5.0
http://Java.sun.com/products/archive/j2se/5.0/index.html
1.5.0 01 s .
http://Java.sun.com/products/archive/j2se/5.0_01/index.html
1.5.0_02 o .
http://Java.sun.com/products/archive/j2se/5.0_02/index.html
1.5.0_03 o )
http://Java.sun.com/products/archive/j2se/5.0_03/index.html
1.5.0_04 s .
http://Java.sun.com/products/archive/j2se/5.0_04/index.html
1.5.0_05 o )
http://Java.sun.com/products/archive/j2se/5.0_05/index.html
1.5.0_06 o )
http://Java.sun.com/products/archive/j2se/5.0_06/index.html
1.5.0_07 L -
- http://Java.sun.com/products/archive/j2se/5.0_07/index.html
1.5.0_08 o )
http://Java.sun.com/products/archive/j2se/5.0_08/index.html
1.5.0_09 o )
http://Java.sun.com/products/archive/j2se/5.0_09/index.html
1.5.0_10 L -
- http://Java.sun.com/products/archive/j2se/5.0_10/index.html
150 11 S .
- http://Java.sun.com/products/archive/j2se/5.0_11/index.html
1.5.0_12 S )
- http://Java.sun.com/products/archive/j2se/5.0_12/index.html
1.5.0_13 L -
- http://Java.sun.com/products/archive/j2se/5.0_13/index.html
1.5.0_14 S .
- http://Java.sun.com/products/archive/j2se/5.0_14/index.html
15.0_15 oo .
http://Java.sun.com/products/archive/j2se/5.0_15/index.html



http://java.sun.com/products/archive/j2se/5.0/index.html
http://java.sun.com/products/archive/j2se/5.0_01/index.html
http://java.sun.com/products/archive/j2se/5.0_02/index.html
http://java.sun.com/products/archive/j2se/5.0_03/index.html
http://java.sun.com/products/archive/j2se/5.0_04/index.html
http://java.sun.com/products/archive/j2se/5.0_05/index.html
http://java.sun.com/products/archive/j2se/5.0_06/index.html
http://java.sun.com/products/archive/j2se/5.0_07/index.html
http://java.sun.com/products/archive/j2se/5.0_08/index.html
http://java.sun.com/products/archive/j2se/5.0_09/index.html
http://java.sun.com/products/archive/j2se/5.0_10/index.html
http://java.sun.com/products/archive/j2se/5.0_11/index.html
http://java.sun.com/products/archive/j2se/5.0_12/index.html
http://java.sun.com/products/archive/j2se/5.0_13/index.html
http://java.sun.com/products/archive/j2se/5.0_14/index.html
http://java.sun.com/products/archive/j2se/5.0_15/index.html
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1.5.0_16 Lo ]
http://Java.sun.com/products/archive/j2se/5.0_16/index.html
1.5.0_17 L .
- http://Java.sun.com/products/archive/j2se/5.0_17/index.html
1.6.0 L .
http://Java.sun.com/products/archive/j2se/6/index.html
6ul L .
http://Java.sun.com/products/archive/j2se/6ul/index.html
6u2 L .
http://Java.sun.com/products/archive/j2se/6u2/index.html
6u3 L .
http://Java.sun.com/products/archive/j2se/6u3/index.html
6u4 L .
http://Java.sun.com/products/archive/j2se/6ud/index.html
6u5 L .
http://Java.sun.com/products/archive/j2se/6u5/index.html
6u7 S .
http://Java.sun.com/products/archive/j2se/6u7/index.html
6ul0 S -
http://Java.sun.com/products/archive/j2se/6ul0/index.html
6ull L .
http://Java.sun.com/products/archive/j2se/6ull/index.html
6ul2 L .
http://Java.sun.com/products/archive/j2se/6ul2/index.html
6ul3 ) - -
http://java.sun.com/products/archive/j2se/6ul3/index.html
6u23

http://java.sun.com/products/archive/j2se/6u23/index.html



http://java.sun.com/products/archive/j2se/5.0_16/index.html
http://java.sun.com/products/archive/j2se/5.0_17/index.html
http://java.sun.com/products/archive/j2se/6/index.html
http://java.sun.com/products/archive/j2se/6u1/index.html
http://java.sun.com/products/archive/j2se/6u2/index.html
http://java.sun.com/products/archive/j2se/6u3/index.html
http://java.sun.com/products/archive/j2se/6u4/index.html
http://java.sun.com/products/archive/j2se/6u5/index.html
http://java.sun.com/products/archive/j2se/6u7/index.html
http://java.sun.com/products/archive/j2se/6u10/index.html
http://java.sun.com/products/archive/j2se/6u11/index.html
http://java.sun.com/products/archive/j2se/6u12/index.html
http://java.sun.com/products/archive/j2se/6u13/index.html
http://java.sun.com/products/archive/j2se/6u23/index.html

